NHOOPMALIMOHHAS ITAMSATKA
NHOOPMAIIMOHHASA I'PAMOTHOCTD OBYYAIOIIUXCA

C KaXIpIM TOJOM MOJIOJCKH B MHTEPHETE CTAHOBUTHLCS OOJIBINE, a IIKOJbHUKU OIHHU U3
CaMbIX aKTUBHBIX Ioib30BaTenedl PyHera. Mexay TeM, NMOMHUMO OTIPOMHOIO KOJUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpOOJIeMbl. DTa MaMsTKa JO/DKHA MTOMOYb Tebe Oe30IacHo
HaXOJUTHCS B CETH.

Komnbrorepabie BUpPyChbl

KoMmnbrorepHslil BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrPaMM, OTIIMYUTEIBLHOU
0COOEHHOCTBIO KOTOPOHl SBIIsETCS CIIOCOOHOCTh K pasMHOXKEHHIO0. B pononHeHue k 3ToMmy,
BUPYCHl MOTYT TOBPEAMTh WJM IIOJIHOCTBIO YHUYTOXUTH Bce (ailibl ©u  JaHHBIE,
IOJKOHTPOJIbHBIE MOJIb30BATEIN0, OT UMEHU KOTOPOIo ObuIa 3allyllieHa 3apa)KeHHas [Iporpamma,
a TaKXKe TOBPEIUTh WIM JIa)Ke YHHUYTOXXUTH ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
nesoM. B GonbIIMHCTBE CilyyaeB pacpoCTPaHsAIOTCS BUPYChI Uepe3 HHTEPHET.

Mertoasl 3aIUTHI OT BPEJOHOCHBIX IIPOTPAMM:

1. Mcnonb3yil COBpPEMEHHBIE OIEPALlMOHHBIE CUCTEMBI, UMEIOUIME CEPHE3HBI YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrosHHO ycTaHaBiMBail nadtu (LUUQPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATUYECKH
YCTAHABJIMBAIOTCS C IENbI0  JO0pabOTKH MpOorpaMMbl) H JPYrHe OOHOBJICHUS CBOEH
orepanuoHHoi cucrembl. CkaunBail UX TOJBKO ¢ ouimanbHOro caiita pazpadorurnka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKJIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIBbIOTEpE I0J IpaBaMU I10JIb30BATeNs, a HE aJMHUHHUCTPATOpA.
OTO HE MO03BOJMUT OOJBLIIMHCTBY BPEIOHOCHBIX MPOTrpaMM HWHCTAJUIMPOBATHCSI HAa TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanndp pU3HUYECKHHA JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIMIL;

6. Vcnonp3yit BHEIIHWE HOCUTENN MH(pOpMAlMY, Takue Kak (remka, AMCcK uiu ¢ailn u3
WHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIbIOTEpHBIE (DaiiiIbl, MOTyYEHHbIE U3 HEHAIS)KHBIX UCTOYHUKOB. Jlaxe
Te (ailsibl, KOTOpPbIE MPUCIIA TBOW 3HaKOMBIH. Jlydllle yTouHM y HEro, OTIPAaBIISII JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 370 He Bu/ Mepeadn JaHHBIX, HE TEXHOJOTHS, a BCETO JIHIIb OpeH 1, Mapka. Emie B
1991 rony Hupaepnanjackas kommnanus 3apeructpupoBasia Opern "WECA", yto o0o3Hauano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "0ecrpoBOIHAsI TOYHOCTH .

Jlo Hamiero BpeMeHM Jonula Jpyras abOpeBuarypa, KOTOpas SIBISETCS TakoW ke
TexHosiorueit. Ito abopeBuatypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHAApPT
BhIcuIel 3BykoBoi TexHUKH Hi-Fi, uTo B mepeBoie 03HavyaeT "BbICOKasi TOYHOCTD'.

Ha, GecrimaTHBIH MHTEPHET-IOCTYN B Kade, OTENsAX U a’pomnopTax SBISETCS OTIUYHON
BO3MOXKHOCTBIO BbIX0/1a B MHTepHET. Ho MHOTHE AKCHEepTHl CYMTAIOT, YTO 001Ie10cTynHble Wi-
Fi cetu He sBNsAIOTCA O€30MaCHBIMHU.

CogeTsl 110 O€30MaCHOCTH pabOTHI B 00LIETOCTYHBIX ceTsix Wi-fi:

1. He mepenmaBaii cBoro nWuyHyH HHpopManuio dYepe3 odOmemoctynueie Wi-Fi cern.
Paboras B HuX, )KenaTe’abHO HE BBOAUTH MAPOJIH JOCTYIA, JOTMHBI U KaKhe-TO HOMEpa;

2. Ucnonb3yih 1 OOHOBISAN aHTUBUPYCHBIE MPOrpaMMbl U OpaHamayep. TeM caMbIM Tbl
o0e3omacuiib ceds 0T 3aKaYKU BUPyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi otkmoun ¢ynkuuto "OOmuit poctyn k Qaitnam u
npuntepam". JlaHHas (yHKIMS 3aKpbITa 10 YMOJYaHHUIO, OJHAKO HEKOTOPHIE I0JIb30BaTENd



AaKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B padoTe uiu yueoe;

4. He ucnonp3yit nmyomuunbii WI-FI qis mepemaun nWYHBIX J@HHBIX, HAapUMep IS
BBIX0/Ia B COIIMAJIBHBIC CETH UJIHM B AJIEKTPOHHYIO MOYTY;

5. Ucnonp3yit Tosibko 3amuiieHHoe coenunenue yepe3 HTTPS, a ne HTTP, Tt.e. nipu
Habope BeO-anpeca BBoau uMeHHO "https:/";

6. B moOunsHOM Tenedone otkimoun ¢pyaknuto "Iloakmouenue k Wi-Fi aBromatnyecku'.
He nomyckaii aBToMaTn4eckoro nmoAKII0ueHUs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

COIII/Ia.]'[]:HbIe CeTH

ConuasibHble CETH AaKTUBHO BXOJAT B Hally JKU3Hb, MHOTHE JIIOAM PabOTAIOT U KUBYT TaM
HOCTOIHHO, a B Facebook yxe 3apeructpupoBaH MUIUIMAp] YEJIOBEK, YTO SIBISIETCS OJHOM
CeIbMOI BCEX JKUTENIEH IJIaHeThl. MHOTHE MOJb30BATEIM HE MOHMMAIOT, 4TO WH(pOpMAaIHs,
pasMelleHHas UMH B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJIeHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM YHCJI€ HE 00s13aTEIBHO C OJIariMKU HaMEPEHHUSAMHU.

OcHOBHBIE COBETHI 10 O€30MaCHOCTH B COLMAJIBHBIX CETAX:

1. Orpannup cnucok apy3eil. Y TeOs B Apy3bsX HE JOJDKHO OBbITh CIy4alHBIX U
HE3HAKOMBIX JIIOZCH;

2. 3ammmail cBOI0 4acTHYIO Xu3Hb. He ykasbpiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JPYTYI JUYHYIO HMHGOpMAaIHio. 3J0yMBIIUIEHHUKA MOTYT HCIOJb30BAaTh JIAXe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEIN IUIAHUPYETE MPOBECTH KAaHUKYJIBL;

3. 3ammiail cBOIO peryTaLuio - JAEpKU €€ B YUCTOTE U 3ajiaBail cebe BOIPOC: XOTel Obl
TBI, YTOOBI IPYTHEe TOJIH30BATENN BUACIH, YTO ThI 3arpyxaems? [lomymaii, mpexae 4em 4To-To
OIy0JIMKOBATh, HAIIUCATD U 3arPy3UTh;

4. Ecnu Thl TOBOPHILB C JIFOAbMH, KOTOPBIX HE 3HACIb, HE UCIOJIb3yl CBOE peaIbHOE UM
U JIpYTYIO0 JINYHYIO MH(OpMAIK: UM, MECTO KHUTEIbCTBA, MECTO yUeObl U IIpoUee;

5. N36eraii pasmenienus ¢potorpaduii B IHTEpHETE, T/I€ TH N300pa)K€H HA MECTHOCTH, I10
KOTOPOU MO>KHO OIPENEIUTHh TBOE MECTOIIOJIOKEHNUE;

6. Ilpu perucrtpanuu B COLMAIBHOM CETH HEOOXOIMMO HCIOJIb30BaTh CIIOKHBIE MAPOJIH,
cocTosure u3 OykB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. ns comumanbHOM CETH, MOYTHI U JIPYTUX CAWTOB HEOOXOAMMO HCIOIB30BaTh Pa3HBIC
naposu. Toraa ecnu Te0s B3JIOMAIOT, TO 3J0YMBIIUIEHHUKU MOIy4YaT JTOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbBbIE IEeHbI'H

DONEeKTPOHHBIE JEHBIU - ATO OUYEHb YJOOHBIN CIOCOO IUIaTexekl, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIU.

DNEeKTPOHHbIE JEHBbIUW MOSBHINCH COBCEM HEAABHO M MMEHHO M3-32 3TOrO0 BO MHOIHMX
rocyapcTBax O CUX IOP HE IPOMUCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, /1€ UX Pa3JIeIsIIOT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3HMIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss MpPOBOAUTH oOmepanuu 0e3 HJIeHTU(UKAUWU [O0Jb30BaTeNs, a B
HEaHOHMMHBIX MJIEHTH(UKALKS TOJIb30BATENS ABISETCS 0053aTENBHOM.

Taxxe crnenyer pa3nuyarh JJIEKTPOHHbIE (UATHBIE IEHBIU (PaBHBI TOCYJApCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHBIE IEHBIM (HE paBHBI TOCYAPCTBEHHBIM BAJTIOTaM).

OcHOBHBIE COBETHI 110 0€301MacHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. TlpuBspku K cueTy MOOMIIBHBIN TenedoH. DTO caMblif yJOOHBIH M OBICTPBINA CIIOCOO
BOCCTAHOBUTH JIOCTYNn K cueTy. [lpuBs3aHHBI TenedoH IMOMOXKET, eciu 3alynemnib CBOM
IUTATEXKHBINA NTApOJIb UIIU 3aiICIIb HA CAliT C HE3HAKOMOI'O YCTPONUCTBA;

2. Vcnone3yit ogHOpa3zoBbie mapoiu. [locime mepexosa Ha yCUIIEHHYIO aBTOPHU3AIMIO TeOe
y’Ke He OyZIeT yrpokaTh OMACHOCTh KPa)kH MIIM TlepexBara IJIaTeKHOT0 HapoJis;



3. BeiOepu cnoxHbIil aposs. [IpectynHukam OyaeT He MPOCTO YraaaTh CIOXKHBIN MapoJb.
HanexHble maponu - 3T0 Mapoju, KOTOpbIE COAEpKaT HE MEHee 8 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIC U TIPONHUCHBIC OYKBBI, U(PPHI U HECKOJIBKO CHMBOJIOB, TaKM€ KaK 3HAK J0JUIapa,
¢dbyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE J1I0BEPSIEILb.

3.]'[eKTp0HHaH modrTa

DnEeKTpOHHAs 0oYTa - 3TO TEXHOJIOTUS U IPEJOCTABISEMBbIE €10 YCIYIU 10 MEPECHUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpbIE PaCHpEeleNaioTCsl B KOMIIBIOTEPHOH CETH.
OO6b1yHO AJIEKTPOHHBIN IIOYTOBBIN SIILUK BBITJISIAUT CJIEIYIOLUM oOpa3zom:
UMs_TIOJIb30BaTeNA(@UMs_JIoMeHa. Takke KpoMme Tepeladyd TMpPOCTOro TEKCTa, HMeeTCs
BO3MOXKHOCTb IepeiaBaTh (paiibl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ IIMEKTPOHHOU MTOYTOM:

1. Hamo BBIOpaTh mMpaBWIIbHBINA MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrPOMHBIA BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUIlle TOBEPATh TE€M, KOTO 3HAEUIb M KTO MEPBbIN B
peuTHHrE;

2. He ykaspiBail B JM4YHOHN MouTe NW4YHYI0 HHpopmanuio. Hampumep, mydiie BbIOpaTh
"My3bIKanbHBIN _(aHaT@" nan "pokx2013" Bmecto "Temal3";

3. Hcnonb3yil ABYX3TAHYIO aBTOPU3ALMIO. JTO KOrJa MOMUMO MApOoJisl HY)KHO BBOJIUTH
KO/, IpUChIIaeMbIi 1o SMS;

4. BoiObepu cioxHBIA maponb. s KaKIOro IMOYTOBOTO SINHMKA JOJKEH OBbITh CBOM
HaJEKHbIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecau ecTh BO3MOXKHOCTh HANMCATh CaMOMY CBOW JIMYHBIM BOMIPOC, UCIOJB3YH 3TY
BO3MO>KHOCTb;

6. Hcnonp3yil HECKOJNBKO IOYTOBBIX SIIMKOB. [lepBbI Uisi 4YacTHOM MEPENUCKH C
azpecaTamMH, KOTOPBIM Thbl JOBEpsElIb. DTO 3JIEKTPOHHBIM agpec HE HAJO0 HCIIOJb30BaTh IPU
peructpanuu Ha Gopymax U carTax;

7. He oTkpbIBaii (haiiiiel U IpYTHE BIOKCHUS B MHUChMaX, Ja)Ke €CJIM OHU IPUIIUTA OT TBOUX
npys3eil. Jlydine yTouHH y HUX, OTHPABIIsUIM JIM OHU Tebe 3TH (ailibl;

8. Ilocne okoH4aHus pabOTHI Ha MTOYTOBOM CEPBHCE IEPE]l 3aKPhITHEM BKIJIAJIKU C CAUTOM
He 3a0y/p HakaTh Ha "BeriiT".

Ku0epOyJNIMHT MM BUPTYaJIbHOE H3/1€BATEJIHLCTBO

KubepOynnuHr - npecieoBaHue COOOLICHUSAMH, COJIEPKAIUMHI OCKOPOJIEHUs, arpeccHIo,
3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHME C MOMOIIbIO PAa3IMYHBIX MHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 O0pHOE ¢ KNOEPOYIMHIOM:

1. He 6pocaiics B 60ii. Jlyummmii crmoco6: mocoBeToBaThCs Kak cedst BECTU U, €CITU HET TOTO,
K KOMY MOXHO OOpaTuTbCsi, TO BHauaje YCHOKOUTbcA. EciM Thl HauHemb OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle 00JIbIle pa30kKellb KOH(IUKT;

2. Yrpasinsii cBoeil kubeppernyTanuei;

3. AHoHuMHOCTH B ceTd MHHUMasg. CyIIecTBYIOT CHOCOOBI BBIICHUTH, KTO CTOMUT 32
AQHOHMMHBIM aKKayHTOM;

4. He cTOUT BeCTH XyJIUTaHCKUN 00pa3 BUPTyalbHOW >Ku3HU. VIHTEpHET (UKCHpYET Bce
TBOM JIEUCTBUS U COXpPaHSAET UX. Y IaTUTh UX Oy/AeT KpaliHe 3aTpyAHUTEILHO;

5. Co0unrosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbld HeratuB. OJIHOPA30BbIE OCKOPOUTENbHbBIE COOOIIEHHUS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIECHUSMH, B COIMATBHBIX
CeTSAX €CTh BO3MOXHOCTh OJIOKUPOBKHU OTHPABKU COOOILICHUH C ONPEAETICHHBIX a/IpECOB;



8. Ecmum TbI cBugerens kubepOyumHra. TBow [EHCTBHSA: BBICTYIUTH TPOTUB
IIpeCcIeoBaTeNs, MOKa3aTh €My, YTO €ro ACUCTBHs OLECHUBAIOTCS HETATUBHO, NOIIEPKATh
KEpPTBY, KOTOPOH HYXKHA IICUXOJOrMYecKash IIOMOIIb, COOOMIUTH B3pOCIBIM O (aKTe
arpecCUBHOIO IIOBEJCHUS B CETH.

MoOnabHbIi Tes1ed)oH

CoBpemeHHbIe cMapT(OHBI U TUIAHILIETHI COAEPAKAT B ceOe BIIOJIHE B3POCIHbIN (PYHKIIMOHA,
U Tenepb OHM MOTYT KOHKYpPHUpOBaTh CO CTallMOHAPHBIMM KoMIbroTepamu. OmHaKo, CpencTB
3alUThl JJIs1 TOJOOHBIX YCTPOHCTB IOKA OYEHb Majo. TecTHpOBaHHE M MOUCK YSI3BUMOCTEH B
HUX IPOUCXOJIUT HE TaK MHTeHCUBHO, Kak 1 IIK, To ke camoe kacaercs M MOOMIIBHBIX
MIPUITOKEHU .

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPAaKTUYECKH JTOTHAJIM HACTOJbHBIE aHAJIOTH,
OJIHAKO paciiupeHue (yHKIMOHajla Bie4YeT 3a co0OH OOJIBIIYIO CJIOKHOCTh M MEHBLIYIO
3alUIIEHHOCTb.

Jlaneko He Bce NMPOU3BOAUTENN BBITYCKAIOT OOHOBIIEHMS, 3aKPBIBAIOLINE KPUTHUECKHUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHbIE COBETHI /17151 0€30IaCHOCTH MOOHMJIBHOTO TeledoHa:

Huyero He sBnsiercss mo-HacrosiuieMy OecruiaTHbIM. Byns octopoxeH, Benp korga tebe
IpeyiaratoT 6eCIUIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKME-TO IUIaTHBIE YCIIYTH;

Hymaii, mpexae yem otnpaBuTh SMS, poTo mnmm Buaeo. Tel TOUHO 3Haeb, T1e OHU OyIyT
B KOHEYHOM HTOTe?

Heo6x0auMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE IPOrPaMMBbI /1151 MOOUJIBHBIX TeNIE(OHOB,;

He 3arpyxail npuioxeHus: OT HEU3BECTHOIO MCTOYHMKA, BEJlb OHM MOTYT COJEp’KaTh
BPEIOHOCHOE ITPOrpaMMHOE 00€eCIIeUeHUE;

[Tocne Toro Kak THI BBIAACHIH C CaiiTa, TZl€ BBOAWI JHYHYIO WH(POpPMALHWIO, 3aliau B
HACTpOIiKu Opaysepa u ynanu cookies;

[lepuoanuecku npoBepsiii, KAKUE IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOIl HOMEp MOOUJIBHOIO TenedoHa TOJIBKO JIFOJSAM, KOTOPBIX Thl 3HAEllb U KOMY
JIOBEpsiClIb;

Bluetooth nomkeH ObITh BBIKIIOUEH, KOT/Aa Thl UM He mosb3yembes. He 3a0biBail nHOrIa
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KpPAacOYHbIE, 3aXBaTbIBAIOLIUE pa3BJIEUCHUS,
00BEIMHSIONINE COTHU THICSY YEJIOBEK MO BceMy MHUpy. MIpOKH UCCIenylT AaHHBIM UM MHUD,
00MIAI0TCS APYT € APYrOM, BBIIOJHSIOT 3aaHUs, CPAXKarTCAd ¢ MOHCTPAMM U TOJIY4YarOT OIBIT.
3a yJOBOJILCTBHE OHHU IJIATAT: MOKYMAlOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM NpUoOpeTaroT
KAaKHe-TO OILIHH.

Bce st cpeactBa MIyT Ha MONIEPKAHME W pa3BUTUE WIPBL, a TaKKe Ha caMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl AaBTOPH3AlL[MHM, BBIMYCKAIOTCSI HOBBIE MAaT4U
(un¢poBbIe 3aMIaTKU JJIs1 IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B 1nonoOHBIX UTpax CTOMT omacaTtbcs HE CTOJBKO CBOUX CONEPHUKOB, CKOJBKO KpaXu
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPH3AIMU OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI 10 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTA:

1. Eciin npyroii urpok Benet cedsl III0XO MM CO3/1aeT Tede HEeNPHUATHOCTH, 3a0JIOKUpYH
€ro B CIIUCKE UTPOKOB;

2. Ioxanyics aIMUHUCTPATOPaM MIPbl HA IUIOXOE MOBEJEHUE ITOTO UTPOKA, KEJIATEIHHO
MIPUJIOKUTB KAKUE-TO TOKA3aTeNIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii TMUHYI0 HHPOPMALIUIO B podaiiie urpsl;



4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoduUaabHbIE TATYA U MOJIBI;

6. Micnionb3yi CII0’KHBIE U pa3Hble N1apoJIy;

7. Jaxe BO BpeMs WIPbl HE CTOMT OTKJIKOYaTh aHTUBHMpyc. [loka Tel urpaems, TBOR
KOMIIBIOTEP MOT'YT 3apa3uTh.

@OUIIUHT WA Kpaka JUIHbIX JAaHHbIX

OObIuHOW KpaXkeil JeHer M JIOKyMEHTOB CErOJHsS Y€ HHUKOr0 HE YAMBHIIb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKHA MEPEMECTHINCh B HMHTEpPHET, H
IPOJIOJDKAIOT 3aHUMAThCA "MOOMMBIM" 1€7I0M.

Tak mosBUIACh HOBasg yrpo3a: WHTEPHET-MOILIEHHUYECTBAa WIM (DUIIMHT, TJIaBHas LEJb
KOTOPOTO COCTOMT B MOJYYCHMH KOH(PHICHIMAIbHBIX TAHHBIX IIOJB30BATENC - JIOTMHOB H
naposyieii. Ha anrmuiickoM si3bike phishing unraercs kak ¢ummar (ot fishing - peiOHas 0B,
password - mapoJib).

OcHOBHBIE COBETHI IO OOPBHOE ¢ PUITHHTOM:

1. Cnenm 3a cBoMM akkayHTOM. Ecii TBI I0JJ03peBaeiib, 9To TBOSI aHKETa Oblja B3JIOMaHa,
TO HEOOXOAMMO 3a0JIOKHPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Wcnonw3yit 6e3omacHble BeO-CaliThl, B TOM YHCJIE, HHTEPHET-MAara3uHOB U MOUCKOBBIX
CHCTEM;

3. HMcnonb3yii cloxkHble W pa3Hble maponu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JIOYMBIIIICHHUKH MOTyYaT JOCTYI TOJBKO K OJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3momalu, TO HE0OX0UMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPbHIE
no6aBiieHbl y T€OS B IPY3bsIX, O TOM, YTO T€OS B3JIOMaJIM U, BO3MOXHO, OT TBOETO UMEHU OyzeT
pacchuIaThCs CIlaM M CChUIKU Ha (PUITUHTOBBIE CalTHI;

5. YcranoBu HaaexHbIi napois (PIN) Ha MoOubHBIHN TenedoH;

6. OTKIII0YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbIBaii (haiiiiel U IpYTHE BIOKCHUS B MHUChMaX, Ja)Ke €CJIM OHU IPUIIUTA OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTIPABIISUIH JIU OHU TeOe 3TH (haiibl.

Hudposas penyranus

[udposas penyraiust - 3TO HeraTHUBHas WM MO3UTHBHas MH(pOpMaIMs B ceTH o Tele.
Komnpomerupytomas uHpopmaius, pa3MelieHHas B UHTEPHETE, MOXKET CEpbEe3HbIM 00pa3oM
OTpa3uTbcs Ha TBOeW peanbHOU ku3HU. "Lludposas pemyramus" - 370 TBOH UMUK, KOTOPBIH
bopmupyetcs u3 nHGoOpMaIu o0 TeOe B UHTEPHETE.

TBoe MecTo KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHNE, OCOOEHHOCTH XapaKkTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue MmoJIpoCTKH JIETKOMBICIEHHO OTHOCSTCA K MyONMKalUW JUYHOM MH(OpMAaIuH B
HNHTrepHeTe, HE TOHMMAas BO3MOYKHBIX MOCIEACTBUN. ThI 1ake HE CMOXKEIIb JOrajaTbCsi O TOM,
yTo (poTorpadus, pazmelieHHas S JeT Ha3ald, cTaja MIPUUYMHON OTKa3a IPUHATH TeOs Ha paboTy.

KommMmenTapuu, pasmenienue toux (otorpaduii u apyrue AeMcTBUsI MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl X YAaJduIIb. Thl HEe 3Haellb, KTO COXpAaHWII 3Ty WH(OpMaIHio, rmomnaia
JU OHA B IOMCKOBBIE CHCTEMbl M COXpaHWJACh JIM OHA, a TJIABHOE: YTO MOAYyMalmT O Tebe
OKpY’KalollIMe JIOAHU, KOTOpble HAlIyT U yBUAAT 3T0. Hailtu nH(popmaimio MHOTO JIET CIyCTs
CMOJXET JII000HM - Kak M3 J0OpBhIX MOOYXKIEHHM, Tak U C HAMEPEHHEM IMPUYUHUTH Bpea. DTO
MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON pPEMyTALUU:

1. Ilogymaii, mpexae yeM 4TO-TO MyOJMKOBaTh M MepedaBaTh y ce0s B Oiiore Wid B
COIIMATLHOM CETH,

2. B nacrpoiikax npoduist yCTaHOBH OTPaHUYEHHUS HAa MPOCMOTP TBOETO MPOMUIS U €ro



COJIEP’)KUMOT0, ClIeNai ero TOJbKO "UIsl Ipy3en';
3. He pasmemaii u He ykaspiBaii MH(OpMAIIUIO, KOTOpas MOXKET KOro-IM00 OCKOpOJISThH
WA OOMKATh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE MIKOJIBHHUKH - aKTUBHBIE TOJIb30BaTENN HHU(poBOro npoctpancTsa. OgHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHWE MHOTMMHU BO3MOXHOCTSAMHU LU(POBOro Mupa Tpedyer
COOJIIOJICHHS TTPAB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

Tepmun "WHTEINIEKTyanbHasi COOCTBEHHOCTH" OTHOCHUTCS K Pa3jMYHBIM TBOPEHUSAM
4eJI0BEYECKOr0 yMa, HauMHasi C HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
HAa TMPOIYKTHl M YyCIyrd, W 3aKaHyuBas KHUTamu, QororpapusimMu, KUHOQWIBMAMH U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha IPOU3BENICHUS
HayKH, JIMTEPATYpPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYAIOT B KQUE€CTBE rapaHTUU TOTO, YTO
MHTEJJICKTYaJIbHBIM/TBOPUECKUN TPyA aBTOpa He OyneT HampacHBIM, JAAcT €My CIIpaBeIIUBbIC
BO3MO>KHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPy[a, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 paspelieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €TI0 MPOU3BEICHUE, PACTIPOCTPAHSITH,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTb, HUMIOPTUPOBATh, IMYCKAaTh B IpOKaT, MyOIMYHO
UCIIOJTHSATH, IOKa3bIBATh/UCIIONHATE B Adupe Win pa3Meniath B UHTepHere.

Hcnons3zoBanue "muparckoro” mporpaMMHOTO OOECIEYEHUsI MOXKET MPUBECTH K MHOTHM
pUCKaM: OT TMOTEpHU JAHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKHM TBOETO YCTPOWCTBA, TJe
yCTaHOBJIEHA HellerajibHas nporpamma. He crout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT J€TalbHbIE
u OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJie

CereBuyok.p) - TBOHM TJaBHBIII COBETUYMK B CETU. 3JeChb Thl MOXEHIb Yy3HATh O
0€30MacHOCTH B CETU MOHSITHBIM U JOCTYIHBIM S3BIKOM, & TIPU BO3HUKHOBEHUM KPUTHUYECKOU
CUTyalluu OoOpaTHThCA 32 COBETOM. A Tak)Ke MPHUHATH y4acTHE B KOHKypcax M CTaTh CaMbIM
M (pPOBBIM TpaXkTaHUHOM !



