C KaXAbIM TOI0M MOJIOAEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, @ IIKOJIBHUKHU OJHU U3
CaMbIX aKTUBHBIX IOlb30Barenel Pynera. Mexay TeM, IOMHUMO OIPOMHOIO KOJWUYECTBA
BO3MOXHOCTEH, UHTEPHET HECeT U MpoOiieMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaxOJUTHCS B CETH.

Komnbrorepabie BUpPyChbl

KoMmnbrorepHslii BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrPaMM, OTIIMYUTEILHON
0COOEHHOCTBIO KOTOPOH SIBIISI€TCSI CIIOCOOHOCTh K pa3sMHOXKEHHIO0. B pomoigHeHue K 3TOMY,
BUPYCHl MOTYT TMOBPEAMTh WM TIIOJHOCTBIO YHUYTOXUTH Bce (ailibl M JaHHBIE,
IOJKOHTPOJIbHBIE MOJIb30BATEIN0, OT UMEHU KOTOPOTo OblIa 3aIlylleHa 3apa)KeHHas IporpamMma,
a TaKXkKe TMOBPEIUTh WIM JIa)K€ YHUYTOXXUTH ONEPALMOHHYIO CHUCTEMYy CO BceMHu (aiimamu B
1esoM. B GonbIIMHCTBE cityyaeB paclpoCTPaHAIOTCS BUPYChl Yepe3 HHTEPHET.

Mertoas! 32Tl OT BPEJOHOCHBIX IIPOTPAMM:

1. HMcnonp3yli COBPEMEHHBIE OINEPALMOHHBIE CHUCTEMBI, MUMEIOLIUE CEPHE3HBIA YPOBCHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrossHHO ycTaHaBiMBail mnauytu (UUQPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATUYECKH
YCTAHABJIMBAIOTCS C IENbI0  JO0pabOTKM MporpaMMbl) M JpYrHe OOHOBJICHUS CBOEH
ornepanroHHOM cuctembl. CkaunBail X TOJBKO ¢ 0pUIMATILHOIO caifta pa3padotunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIbIOTEpE I0J IpaBaMU I10JIb30BaTelNsl, a HE aJMHHHUCTPATOpa.
OTO HE MO03BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTAJNIUPOBAaThCS Ha TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonp3yil aHTUBHUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyp pU3HUYECKHHA JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIMII;

6. Vcnonp3yil BHEIIHWE HOCUTENU MH(pOpMAlMU, Takue Kak (iemka, Auck uiu ¢ailn u3
WHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIIbIOTEpHBIE (DaiiiIbl, MOTyYEHHbIE U3 HEHAIS)KHBIX HCTOYHUKOB. Jlaxe
Te (ailsibl, KOTOpPbIE MPUCIA TBOW 3HAKOMBIH. Jlydllle yTouHM y HEro, OTIIPaBJIsUI JIM OH Te0e uX.

Cern WI-FI

Wi-Fi - 370 He Bua mepenaun JaHHBIX, HE TEXHOJIOTHsS, a BCEro JIMIIb OpeHja, mMapka. Eme B
1991 romy Huumepmanjackas kommaHusi 3apeructpupoBaia Openn "WECA", uro ob6o3Hauano
cioBocouetanue "Wireless Fidelity", koTopblif mepeBoanTcs kak "GecrpoBoiHasi TOYHOCTH'.

Jlo Hamiero BpeMEHHM JoluIa Jpyras a0OpeBHarypa, KOTOpas SIBISETCS TaKOW Ke
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO ¢ HAMEKOM Ha CTaHAApT
BbIcIIel 3ByKoBOM TexHuku Hi-Fi, uTo B nepeBojie 03HauaeT "BbICOKasi TOYHOCTB".

Ja, OecrulaTHBI MHTEPHET-IOCTYH B Kade, OTeNnsX U a’pornoprax SBJSETCS OTINYHOM
BO3MOXKHOCTBIO BBIXOJ/Ia B MHTepHET. Ho MHOTHE AKCIEpTHl CYMTAIOT, YTO 00menocTymabie Wi-
Fi cetu He aBnsitoTCs 6€30MaCHBIMU.

CoBeTslI 110 6€30MmacHOCTH paboTHI B 00MIe10CTYTHBIX ceTssx Wi-fi:

1. He mnepenaBaii cBoro aMuHyl uH(popmammioo uepe3 odbmenocrynubie Wi-Fi cern.
PaboTast B HUX, jKeaTelbHO HEe BBOAUTH ITAPOJH JOCTYIA, JOTHHBI U KaKHe-TO HOMEpa;

2. Ucnonb3yih U OOHOBISAI aHTUBUPYCHBIE MporpamMmbl U OpaHamayep. TeM caMbIM Thl
obe3omacuiib ce0st OT 3aKa4YKu BUPyca Ha TBOE YCTPOKCTBO;

3. Ilpu wucnons3oBanun Wi-Fi otkmioun ¢ynkmuio "OOmmii goctyn Kk daitnmam u
npuntepam". JlaHHas (GyHKIUS 3aKpbITa MO YMOJIYAHHUIO, OJHAKO HEKOTOpBIE IOJIb30BATEIU
aKTUBUPYIOT €€ JUIs y100CTBa HCII0JIb30BaHus B paboTe win y4eoe;

4. He ucnonp3yit nyonuuasii WI-FI nns nepenaun JWYHBIX AAaHHBIX, Hampumep AJs
BBIX0/Ia B COIIMAJTIBHBIE CETH UJIH B AJIEKTPOHHYIO MOYUTY;



5. Ucnonp3yit Tosbko 3amuiieHHoe coenuHenue yepe3 HTTPS, a ne HTTP, t.e. ipu
Habope BeO-anpeca BBoaM uMeHHO "https://";

6. B mobOunsHOoM Tenedone otkimoun ¢pyakuuo "Tloakmrouenue k Wi-Fi aBromatnyecku'.
He nomyckait aBToMaTn4eckoro moAKIIoueHus ycTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cormiacusi.

ConuanbHble ceTH

ConuanbHble CETH aKTHBHO BXOST B HAIly U3Hb, MHOTHE JIIOAU pabOTalOT M KUBYT TaM
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MIULTHApP] YEIOBEK, YTO SIBJISETCS OJHOMN
CelIbMOM BCEX KHUTeNed IIaHeThl. MHOTHe MOJb30BaTed HE MOHUMAIOT, YTO HHGopMaius,
pa3MeIeHHass UMU B COIMANILHBIX CETAX, MOXKET OBITh HaliJleHa W MCIIOJIb30BaHA KEM YrOJHO, B
TOM YHUCJIEe HE 0053aTeIbHO ¢ OJIarMMH HAMEPEHHSIMH.

OcCHOBHBIE COBETHI 110 0€30MaCHOCTH B COIMAIBHBIX CETAX:

1. Orpanuup CHUcoK Apy3ei. Y TeOs B ApPY3biIX HE JODKHO OBITh CIYYalHBIX H
HE3HAKOMBIX JIFOICH;

2. 3amuiiail cBOI 4acTHYIO ku3Hb. He yka3biBait maposu, TesnedoHnsl, aapeca, 1aTy TBOETO
POXICHUS W APYTYIO JWYHYI0 WH(GOPMANN0. 3TO0YMBINIUICHHHKH MOTYT HCIIOJIb30BaTh JaKe
MH(GOPMAILIHIO O TOM, KaK Thl U TBOU POJIUTEIN TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amuiiail CBOI penmyTaluio - IepKU €€ B YUCTOTE M 3aJaBail cebe BOMPOC: XOTeN Obl
ThI, YTOOBI APYTUE MOIH30BATENN BUACIHU, YTO Thl 3arpyxaems? [logymail, mpexae 4em 4To-To
OITyOJINKOBATh, HAIKCATh U 3aTPy3UTh;

4. Ecnu ThI TOBOPHILG C JIFOABMH, KOTOPBIX HE 3HACIllb, HE HCIOIb3yl CBOE peaabHOE UM
U IPYTYIO JTWIHYI0 HHOOPMAILIUN: UMSI, MECTO )KHTEIHCTBA, MECTO YI€OBI U IIPOYCE;

5. U3beraii pa3memienus ¢ororpaduii B MHTEpHETE, T1IEe ThI H300pa)KeH Ha MECTHOCTH, IO
KOTOPOU MOYKHO OIPEICTUTH TBOE MECTOIOJIOKEHHUE;

6. Ilpu peructpanuu B COIHAIBHON CETH HEOOXOIMMO HCIIOJIb30BATh CIIOKHBIE Mapoy,
cocrosume u3 OyKB ¥ (P U C KOJIUIECTBOM 3HAKOB HE MEHEeE §;

7. J1na colMalbHOM CeTH, MOYTHl U JPYTUX CANTOB HEOOXOIMMO HCIIONb30BATh Pa3HbBIE
naponu. Torga eciau Te0Os B3IOMAOT, TO 3JIOYMBIIIICHHUKH TOTYYaT JOCTYI TOJBKO K OJHOMY
MECTY, a He BO BCE cpa3y.

DJIeKTPOHHBIE IEHbI'H
DONEeKTpOHHBIE JEHbIH - 3TO OYEHb YAOOHBIM Crmocod TmaTexeil, OJAHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DNEeKTPOHHBIE JEHbIUW MOSBWIMCH COBCEM HEAABHO M MMEHHO M3-3a 3TOrO0 BO MHOIHMX
rocyapcTBax O CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe OHU (PYHKIIMOHUPYIOT U O HUX YK€ IPONHUCAHO B 3aKOHE, TJ€ UX pa3elisioT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HMIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss MpPOBOAUTH oOmepanuu 0e3 HIeHTU(UKALKUK [O0J]b30BaTeNns, a B
HEaHOHUMHBIX MJIEHTH(UKALNS TOJIb30BATEINS ABISETCS 0053aTEIbHOM.

Taxxe cnenyer pa3ninyaTh SJIEKTPOHHBbIE (HUATHBIE IEHBIU (paBHBI T'OCYJAapPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYApCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 110 0€301acHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. TlpuBspku K cueTy MOOMIIBHBIN TenedoH. DTo caMblii yIOOHBI M OBICTPBINA CIIOCOO
BOCCTAaHOBUTBH JIOCTYH K cueTy. [lpuBs3aHHbI TenedoH IMOMOXKET, eciu 3al0yaenib CBOM
IUTATEXKHBINA NTApOJIb UIIU 3aiCIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Vcnone3y#i ogHOpa3zoBeie mapoiu. [locne mepexoaa Ha yCUIIEHHYIO aBTOPHU3AIMIO TeOe
y’Ke He OyZIeT yrpoXkaTh OMACHOCTh KPakKM MM TIepexBaTa IJIaTeXHOro mapoJs;

3. Boibepu cnoxHblif maposb. [IpectynHukam OyaeT He IpOCTO yrajaaTh CIOXKHBINA MapoJb.
HanexHsle maponu - 3TO mapoiiu, KOTOpbIE COJiepKAaT HE MEHee 8 3HAKOB U BKJIIOYAIOT B cels
CTpPOYHBIE U TPONUCHBbIE OYKBbI, HU(GPH U HECKOIbKO CHMBOJIOB, TaKHe€ KaK 3HaK J0JuIapa,
(yHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE TAHHBIE HA CalTaX, KOTOPHIM HE JOBEPSEIIb.



DJIEKTPOHHAsI TOYTA

DNEeKTpOHHAas MOoYTa - 3TO TEXHOJIOTMS U NPEIOCTaBISEMBbIE €I YCIYI'M IO IEpPEChUIKE U
MOJYYECHUIO DJIEKTPOHHBIX COOOLICHHN, KOTOpPBIE PACHPEACISIOTCS B KOMIBIOTEPHOW CETH.
OO6b1yHO 3JIEKTPOHHBIN MIOYTOBBIN SIILUAK BBITJISIAT CJIeIYIOLIUM oOpa3zom:
UMs_TIONIb30BATEeII(@KUMsL_JOMEeHa. Takke KpoMme TMepeJadyd MpOCTOro TEeKCTa, HMEeTcs
BO3MOXKHOCThH MepeaaBaTh (paiibl.

OcHOBHBIE COBETHI 110 06€301acHOM paboTe ¢ AMEKTPOHHON TTOUYTOM:

1. Hamo BeIOpaTh NpaBUIIBHBIA MOYTOBBIA CEPBUC. B MHTEpHETE €CTh OrpOMHBIN BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUlle JOBEPATHh TE€M, KOTO 3HACIllb U KTO IEPBBIH B
pEUTHHTE;

2. He yka3pIBail B NMYHOW moYTe NUYHYIO HMHpoOpmauuio. Hanmpumep, mydmie BbIOparth
"My3bIKaJIbHBIN (aHaT@" wim "pok2013" BmMecTo "Temal3";

3. Hcnonb3yil IBYX3TAMHYIO aBTOPHU3ALMIO. JTO KOrJa MOMUMO MapoJisi HY)KHO BBOJUTH
KO/I, IpUChIIaeMbIi 110 SMS;

4. BoeiOepu CioXHBIA Taposb. IS KaXIOro IOYTOBOTO SIIHUKA JOJKEH OBITh CBOU
HaJCKHbI, YCTOWYMBBIN K B3JIOMY NIapOJIb;

5. Ecim ecTtp BO3MOXKHOCTH HAmMcaTb CaMOMY CBOW JIMYHBIM BOIPOC, MCIOJB3YH 3Ty
BO3MOKHOCTb;

6. HMcnonp3yll HECKOJNBKO IIOYTOBBIX SIMKOB. llepBbIil 11 YacTHOM HEpEenucKu ¢
aZpecataMmu, KOTOPBIM Thl JOBEpsCIIb. DTO 3JEKTPOHHBIM aJpec HE HAN0 HCIOJIb30BATh MpU
peructpanyu Ha popymax U caiTax;

7. He oTkpbiBail (haiijibl U Ipyrue BIOXKEHUS B MHCbMaX, Aa)Ke €CJIM OHU MPUIIUTA OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (aiiisr;

8. Ilocne oxoH4aHUs PabOTHI HA MTOYTOBOM CEPBHCE MEpe]l 3aKPhITHEM BKIIAIKU C CAaiTOM
He 3a0y/p HaKaTh Ha "BeriiT".

Ku6epOy/uiuHT WM BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOynnuHr - npecieioBaHie COOOLIEHUSAMH, COJIEPKAIUMHI OCKOPOJIeHUs, arpeccHIo,
3alyruBaHue; XyJIUTaHCTBO; COLMaIbHOE OOMKOTHPOBaHME C MOMOIIbIO PAa3IMUHBIX MUHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 O0pbOE ¢ KNOEPOYIIMHIOM:

1. He 6pocaiics B 60ii. Jlyummmii crmoco6: mocoBeToBaThCs Kak cedst BECTU U, €CITU HET TOTO,
K KOMY MOXHO OOpaTuTbCi, TO BHauyaje YCHOKOMThbCS. Ecau Tl HayHeNIb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle OOJIbIle pa30XiKellb KOH(IUKT;

2. Ypasinsii cBoeil kubeppernyTaiuei;

3. AHOHUMHOCTH B ceTd MHHUMas. CyIIecTBYIOT CHOCOObI BBIICHUTb, KTO CTOMT 3a
AQHOHMMHBIM aKKayHTOM;

4. He cTOUT BeCTH XYJIUTaHCKUN 0Opa3 BUPTYaslbHOM >kM3HU. VHTEpHET (uKCUpyeT Bce
TBOM JIEUCTBUS U COXPAHSAET UX. Y AANUTh X OyAeT KpaliHe 3aTpyAHUTEIBHO;

5. Co0Gurosiait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbli HeratuB. OIHOPa30BbIE OCKOPOUTENbHbBIE COOOIIEHHUS JIydlle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COIMATBHBIX
CeTSAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOILICHUI C ONPEETICHHbIX a/IpECOB;

8. Ecium Tl cBuzmerens kuOepOymiauHra. TBou JEHCTBUSA: BBICTYNIUTH IPOTHB
IIpecieioBaTeNs, MoKa3aTb €My, YTO €ro ACHCTBHUS OLEHUBAIOTCA HETaTUBHO, MOAJEPKATh
KEpPTBY, KOTOPOW HYXHa IICUXOJIOrMYecKas IOMOIlb, COOOUIUTH B3pOCIbIM O (akrTe
arpecCUBHOIO MOBEJEHUS B CETH.

MoOunbHbIi Tes1edoH



CoBpeMeHHbIE cMapT(POHBI W TUIAHIIETH COJEP)KaT B ce0e BITOJIHE B3POCIBIN (PYHKIIMOHANT, W
TENepb OHM MOTYT KOHKYPHpPOBaThb CO CTallMOHApHBIMM KoMIbtoTepamu. OJHaKo, CpelIcTB
3alUTHI 1711 TOJIOOHBIX YCTPOMCTB MOKa O4YeHb Maslo. TecTHpoBaHHME M MOUCK YSI3BUMOCTEH B
HUX TIPOMCXOJUT HE TaK MHTEHCUBHO, Kak ans IIK, To xe camoe kacaercs M MOOMIJIBHBIX
MIPUITOKEHU .

CoBpemeHHbIE MOOUIIBHBIE Opay3epbl yXKe MPaKTHYECKH JOTHAIM HACTOJBHBIE aHAJIOTH,
OJIHAKO paciupeHue (yHKIMOHAJa BJedeT 3a CO000 OOJBIIYI0 CI0XHOCTh W MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMTENIM BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHbIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesedoHa:

Huuero e siBnsiercss mo-HacrosinieMy OeciuiaTHbIM. Byns ocToposkeH, Belp Korja Tede
npeiaraT OecIyiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKUe-TO IUIaTHBIE YCIIYTH;

Hymaii, mpexzae yem oTnpaBuTb SMS, poTo mnu Buaeo. Tol TOUHO 3HaeIb, TJe OHU OyIyT
B KOHEYHOM HTOre?

Heo6xoauMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBbI 111 MOOUITBHBIX Telle()OHOB;

He 3arpyxail nmpuioxeHus: OT HEU3BECTHOTO MCTOYHMKA, BEIb OHM MOTYT COJEpP’KaTh
BPEIOHOCHOE MPOrpaMMHOe 00ecreYeHne;

[locne Toro kak Thl BBIMJCIIb C caiiTa, IJ€ BBOAWJ JIMYHYIO HHpOpMAIMIO, 3aiau B
HACTpOIiku Opaysepa u ynanu cookies;

[lepuoanuecku npoBepsiii, KakKe IUIATHBIE YCIYT'H aKTUBUPOBAHbI HA TBOEM HOMEDE;

JlaBaii cBoit HOMep MOOUIBHOTO TenedoHa TOIBKO JIOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsiCLIb;

Bluetooth nomken ObITH BBIKIIIOUEH, KOTJIa Thl UM HE Mojb3yemnibcs. He 3a0biBaii nHOT 1A
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPAaCOYHbIE, 3aXBaThIBAIOIINE Pa3BIeUeHUs, 00bEINHSIONINE
COTHH TBHICSAY YEJIOBEK MO BceMy MHpy. Urpoku ucciaenyroT JaHHBIA UM MUD, OOIIAIOTCS APYT C
JIPYTOM, BBIMOJHSIOT 3aJaHusl, CPAKAIOTCA ¢ MOHCTPAMHU U IOJIYYarOT OIBIT. 3a yIOBOJIBCTBHE
OHM IUIATST: MOKYNAIOT IUCK, OINIAYMBAIOT ADOHEMEHT WM MPUOOPETAIOT KaKUe-TO OMIINH.

Bce ot cpenctBa MIyT Ha NOAAECpKAHME M DPA3BUTHE UIPHl, a TaKKe Ha caMy
0€30MacCHOCTh: COBEPIIECHCTBYIOTCS CHCTEMbl AaBTOPH3ALMH, BBIIYCKAIOTCSI HOBBIE MaT4u
(un¢poBbIe 3aIIATKU AJIS IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1nonoOHBIX UTpax CTOMT omacaTrbcsi HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO KpPaXu
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALMK OOJIBIIMHCTBA UTD.

OcHOBHBIE COBETHI 110 0€30M1aCHOCTH TBOETO UTPOBOT0 aKKAyHTa:

1. Eciin npyroif urpok Bener cedsl II0XO WM CO3/1aeT TeOe HeNpUATHOCTH, 3a0JI0KUpYit
€ro B CIIUCKE UTPOKOB;

2. Ioxany¥iics aIMUHUCTPATOPaM MIPbl HA IUIOXOE MOBEAEHUE ATOI0 UTPOKa, )KEJIATEIBHO
MIPUJIOKUTh KAKUE-TO TOKA3aTeNIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii TMYHYI0 HHPOPMALIUIO B podaiiie urpsl;

4. YBaxail Ipyrux y4acTHHKOB IO UTDE;

5. He ycranaBnuBaii HeouIIManbHbIE TATYU U MOBL;

6. Mlcrionb3y# CIOXKHBIE U pa3HbIe MTAPOJIH;

7. Jaxe BO BpeMs WIpbl HE CTOUT OTKJIKOYaTh aHTUBHpyc. [loka Thl urpaems, TBON
KOMITBKOTEP MOTYT 3apa3uTh.

OUIIUHT WA Kpaka JUIHbIX JAHHbIX



OObIyHON Kpaxell JeHer U JOKYMEHTOB CETOJIHS YK€ HUKOIrO HE YAHMBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKHA TEPEeMECTUINCh B HHTEPHET, U MPOJOJDKAIOT
3aHUMATHECA "'MIOOUMBIM" HEJIOM.

Tak mosiBUJIaCh HOBast yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, TJIaBHAS LEJTb
KOTOPOTO COCTOUT B MOJNyYE€HUU KOHOUACHIMAIBHBIX JaHHBIX MOJB30BaTENIed - JIOTMHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummnar (ot fishing - peiOHas oBis,
password - mapoJib).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl ojo3peBaeliib, 4To TBOSI aHKETa Oblila B3JIOMaHa,
TO HEOOXOIMMO 3a0JIOKHPOBATH €€ M COOOIIUT aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO
cKopee;

2. Ucnonw3yii 6e3onacHple BeO-CalThl, B TOM YHCJE, UHTEPHET-MAara3uHOB U MOMCKOBBIX
CHUCTEM;

3. VMcnonp3yii CIOKHBIE W pa3Hble mapoid. Takum oOpa3zom, eciud TeOs B3JIOMAIOT, TO
37IOYMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecniu Te0s1 B370MaNK, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
no0aBJeHbl Y TeOsI B IPY3bsiX, O TOM, UYTO T€Os B3JIOMalIH U, BO3MOXKHO, OT TBOET'O UMEHHU Oy/eT
pacchUIaThCs ClIaM U CCHUIKH Ha (PUIIUHTOBBIE CAHTHI;

5. YcranoBu HazaexHbi napoib (PIN) Ha MoOUIbHBIHM TenedoH;

6. OTKJIIOYM COXpaHEHUE maposs B Opaysepe;

7. He oTkpbiBail (haiisibl U IpyrHe BIOXKEHUS B MHCbMaX, AaXKe €CJIM OHU MPUIIUTH OT TBOUX
npys3eit. Jlydine yTouH# y HUX, OTIPABIISUIN JI OHU TeOe 9T (paiiibl.

Hudposas penyrauus

[ludppoBass pemyranust - 3TO HeraTHMBHAas WM IO3UTHUBHAas MHpOpManus B ceTd o Tebe.
Komnpomerupytomas unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbE3HbIM 00pa3oM
OTpa3UThCs HA TBOEU peanbHOM xu3HU. "lludpoBas penyranusa" - 3TO TBOW HUMHIK, KOTOPBIN
bopmupyercs u3 uHGopMauu o0 TeOe B UHTEPHETE.

TBoe MecTo KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHNE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue MmoJIpoCTKH JIETKOMBICIEHHO OTHOCSTCS K NMyOJMKalu{ JUYHOM MH(POpMaluHu B
WuTepHere, HE MOHUMAas BO3MOXKHBIX MOCIEACTBUM. Thl 1axke HE CMOXKEIb J0ralaTbCs O TOM,
4To (poTorpadusi, pazmelieHHas S5 JeT Ha3al, cTajla IPUUYMHON OTKa3a MPUHATH Te0s Ha paboTy.

KommMmenTapuu, pasmenienue tBoux (ortorpaduii u 1pyrue AeicTBUs MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOTOo, KaK Thl UX YAaJIHIIb. Thl HE 3Haellb, KTO COXpaHUJ 3Ty WH(OpMaIHIO, IToTaia
JU OHA B IOMCKOBBIE CHCTEMbl M COXpPaHWJACh JIM OHA, a TJIABHOE: YTO MOAYyMaloT O Tebe
OKpY’KalollMe JIOAU, KOTOpble HalIyT U yBUAAT 3T0. HaifT mH(OpManuo MHOTO JeT crycTs
CMOJET JII000HM - Kak M3 J0OpBhIX NMOOYKIEHHM, TaK U C HAMEPEHHEM IMPUYUHUTH Bpea. DTO
MOKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALUH:

1. Ilogymaii, mpexae yemM 4YTo-TO MyOJIMKOBaTh M NepeAaBarh y ceOs B Oiore Wid B
COLIMAJIbHOM CETH;

2. B nacrpoiikax npoduist yCTaHOBM OTPaHUYEHHUSI HA MPOCMOTP TBOETO MPO(UISL U ero
COJIEPKUMOTO, C/IeJIall €ro TOJNBKO "I Apy3en';

3. He pa3memiaii u He yka3biBall MH(pOpMAIHIO, KOTOpas MOXET KOro-iIubo OCKOpOIsATh
WU OOMIKATh.

ABTOpCKOE PaBo

CoBpeMeHHbIE NIKOJBHUKHM - aKTHBHBIE MOJb30BaTENU IM(PpoBOro mpocrpancTBa. OnHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHWE MHOTMMHU BO3MOXXHOCTSAMHU LU(POBOro Mupa Tpedyer
COOJIIOJICHHS TTPaB HA MHTEIJIEKTYAIbHYIO COOCTBEHHOCTD.



Tepmun "WHTEINIEKTyanbHasi COOCTBEHHOCTh" OTHOCHUTCA K Pa3JUYHBIM TBOPEHUSAM
YeI0OBEYEeCKOr0 yMa, HauWHasi C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, W 3aKaH4YMBas KHHUTamu, QoTtorpadusimMu, KUHODWUIBMaMU U
MY3BIKQJIEHBIMU POU3BEICHUSIMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha WHTEIUICKTYAJIbHYIO COOCTBEHHOCTh Ha TPOHM3BEICHUS
HAYKH, IUTEPATYPHI U UCKYCCTBA. ABTOPCKHE MTPaBa BBICTYMAOT B KQUeCTBE FApaHTUH TOTO, YTO
WUHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HE OyIeT HAmpacHBIM, JAcT €My CIpaBeIJIHBBIC
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ysibTaTaX CBOETrO TPYy/Aa, MOJYyYUTh U3BECTHOCTh U TPU3HAHHUE.
HuxkTo 6e3 pa3pemieHust aBTopa He MOYET BOCIIPOU3BOIUTH €ro MPOU3BEICHUE, PACIIPOCTPAHSITD,
nyOIMYHO JIEMOHCTPUPOBATH, MPOAABATh, WMIIOPTUPOBATH, MYCKATh B MPOKAT, MyOJIMYHO
UCTIOJTHAT, IOKA3bIBATH/UCIIOIHST B d3QHpe WK pa3memaTs B IHTepHeTe.

Hcnonk3oBanue "muparckoro" MmporpaMMHOTO OOECTICUEHUS MOXET MPUBECTH K MHOTUM
pHCKaM: OT IMOTEPH IaHHBIX K TBOMM aKKayHTaMm 10 OJIOKUPOBKM TBOETO YCTPOKMCTBA, TIE
YCTaHOBJICHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JieTalbHBIC
U OeCIIaTHBIE IPOTPAMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.

O nopraJie

CeteBUYOK.p(d - TBOM IIABHBIM COBETUMK B CETH. 3]1eCh Thl MOXKEIIb Y3HATh O O€30IIaCHOCTH B
CEeTH TIOHATHBIM M JIOCTYIHBIM SI3BIKOM, a IPHU BO3HUKHOBCHHH KPHTHYECKOW CHUTYaIluu
00paTUTHCS 3a COBETOM. A TakKe MPUHATH Y4acTHE B KOHKYpCax M CTaTh CaMbIM HHU(DPOBHIM
rpaxjaHuHOM !
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